BIRE 2

HoflrttAk - iR
O HARKR—=DLR=VDFEAT - HA RTA KL T-ar T oY 2ERTDH L,

(LR AR AR — A= D O HART B« A KT A ]
https://www. city. sapporo. jp/koho/hp/guideline/index. html

@ THRADM, ATA D, BHBEORE KT L, HIML, CSS, AZ VX DO a—F (7 &4

®

Do

e, ML D a—7 ¢ 7 lc > TIHFET 7 U PIRFE T 24 72 L TR 672
[

Flo, ¥F 2 VT A BN LERDBNDH DA —T 4 T EATHo TR B2, EWEaPEIC
S DRIR A MEEITIT) Z L,

BRI T = 7Y A FOIED FIZHOWTIL, IPAEROEREELZSZICTHZ L,
https://www. ipa. go. jp/security/vuln/websecurity. html

B — X OFI H il [
T =7 YA M, AL ET A2V — NEIHEET 5720, TRt BOHIRRS D Z &
HMETHZ L,

(44— dhE]

T Y= BREL UTOWThnERATE2b0E T, EL, Y7 U =TONR=Y

a9 VEITEHELRDGENH DD, BRETOBRBE TRAIOEREMHET 52 L,

html H—3 asp t—/3 cgi/php H—,3
(www) (www3) (www2)
Windows server 2016 Windows server 2016 Red Hat Enterprise Linux 7.9
0S
64bit hix 64bit ki
apache 2.4.6
Web IIS 10.0 1IS 10.0
\ Perl 5.16.3
Hh— (32bit E— R) (32bit E— K)
PHP 5.4. 16
WA — 3 B B
L | RE R 2024 4REE
ST E

A arFueVE T ANVET—ANIRET L0 TARWERbDETLZ L, —0D
REELT BRELBOBRTES) ROHTRT 7V r—rarOf A F— WTFT 27320,
B, T ANVORBEIIEFEE I TERT 5,

U =R DT A NT T a— REATOAAMAIIEEET S Clwww B — 3 T www2 H—
(php) THEHEHEIZLVEILELTND), arT Y 7 7 A LOEEIZIZEEFE O A % F
HT 2720, HIML 7 7 A V7 » 7 a— REDMADOEEIIAETH D (B, 7272




BIRE 2

L. www2 H—r3 (cgi) # L <IEwww3 — NICTHRERA > N T Ry hPCIDLT—H
Ty ANET v u— T HHEREIL THE,
AL TRy RPCLS (LMo Z—F v b)) DOT 7B ARRRREHHAN—VEOER L L
ET5,

T FFRIRPEIR T O 7 7 A VTR TE R W ERH D720, FIHTEDNE I IOV TEE
BB DLEEIL, FFtOBBETHERT L2 &, MIME Z A 7 OBINIITZ720,)

F A H—Fy M DOBEIXHTTPS (HTTP + SSL/TLS) &35,

77 HDD il F EDHIFRIFFFICEE T Ty, 72720, 1B UL EOHHNEE SN 5EA1E. F
ANV AT AR OAHEZ D 2 &

X HBREHROGAIE., A=y FTORBICHE LA X - BE LD X5, TS
&, Elopdf T ANMZONWTEH, I NSNWYAXEFTHZE, (lRRKTHOEM &7
%)

7 R ar T o YRNOT 7 AVBRIE, HEFSIRTIER < — MEFSIE L I3RS
T2z s, (BP—"AHEEROLEZE/NRIZIMZ 5720,)

AT T AEERRBR RO, B AREEILT SRR H D, Lo T,
M 2 RiHE e LIz a T o ITABTE 220,

[html H— 3 (www) D 7]

7 T RTOFRN T Y AN AB S D,

A Y= MUITTR T T A A7 YT NMEQWREFATT Ha T Y (php, asp, cgi 72
E) IFABTE R,

[asp —/N(www3) . cgi/php H—/% (www2) 353 ]

T ar7TUYVOEHEL, A IRy bR HEY— AT v r— 52 & T, 156 47
fa CHRY— NI LEARE—NZRBISND, 707 T L0R7 U7 NBMER BT
57 7 ANRBIVUE, FRABECHIBRS e WX 5| AL 7 + VA ICEET S 2 &,

A4 A T7Fy b (FROEIBT T ) "WoDORT 7 AL T T V%, FiE
OTFT 4 V7 MUICEETHZ L,

7T L7 FUOSR=2 g ARFEA T-rwxrwxr-x (775) | &35,

T T HuEET A EEET 555, asp = NT DWW T mdb, cgi/php H—/NTD
Wl esv #RIETDHEDHIEEZHNWDLZ L, T—FX—REOT TV r—rarikA
APR—=LTHZ EIFETERY,

F TIUPRBATT v AN ETHT AT HET 25613 £OT7 =2 2MT 570
DEAOTZ A NVEEZRTDHZE, ZEL, avrTryYOREFEAME Liz—Y (EFHA
— V%) ERITHZ LTI ET S,

W A= NEEZAET DHEMAITBE TE U,

X Ty ANLRT A NVFLTNTEATEE T T (), T == () THEETSZ
o FEIIATARK == T A R T4 2B,



Z

b‘

BIRE 2

SQLA >V =7 v a iRl dra VT o xR AERET L L,
P REREZIC LD, 0SSO Web — XY 7 MERBH LU= g UIE T L 7 D 240
BLTEBLZE (FRIRGESCBITIEEN AT D),

[cgi/php P—73 (www2) D 7]

-

NOH N A

Xy a— REEIXEUC-IP &7 5,

PHPIC LD 7 7 AT v 7 r— REIARTE LTS (BEREES),

T4 L7 P UIEBOFTAHEITEE TTE U,

7 4 L7 b UIZEB]D apache % 7 7 A /L (.htaccess) ZHELET D EILTE R,

Z Ot CGI/PHP I W CIE—H R IR & 2720, FIHAIEIZOWTREN S 555
X, REFOBRMBECHRT D Z &, (PHP 22UV TCiE, Iphpinfo. txt] ZHH)



